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Abstract: In order to solve the problem of high time-consuming and resource-consuming quantitative calculation of
large-scale industrial control network attack graphs, a key path analysis method for large-scale industrial control
networks was proposed. Firstly, the idea of cut set was used to calculate the key nodes set of Bayesian attack graph
by combining the atomic attack income in industrial control network, which solved the problem that the current cut
set algorithm only considers the key nodes in graph structure. Secondly, a dynamic updating strategy of Bayesian
attack graph which only updated the attack probability of key nodes was proposed to efficiently calculate the attack
probability of the whole graph and analyze the key path of attack graph. The experimental results show that the

proposed method can not only ensure the reliability of the calculation results of large-scale industrial control attack
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graphs, but also can significantly reduce the time consumption and have a significant improvement in the calculation

efficiency.
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1) function UpdateCriticalNodesProbs (edges ,
bayNodes, startExp, goalExp, expProbs)

2)  paths, nodesCounter, nodesSorted, criti-
calNodes <[], [1, [1, []

3) fregDict— {}

4)  paths, nodesCounter « PathTraversal
(edges, bayNodes, startExp)

5)  delete startExp and goalExp from no-
desCounter

6) foreach nodeCounter in nodesCounter do

7) if nodeCounter.freq not in freqDict
then

8) freqDict[nodeCounter.freq] < []

9) Add (nodeCounter, freqDict[node

Counter. freq])
10) foreach key in Sort(freqDict.keys()) do

11) if Length(freqDict[key]) > 0 then
12) temp«— []

13) foreach node in freqDict[key] do
14) Income <« (node.bayProb *

node. cvss Score)

15) node.freq«— income

16) Add(node, temp)

17) sortTemp«— Sort(temp)

18) Add(sortTemp, nodesSorted)

19) Continue

20) Add(freqDict[key], nodesSorted)

21) tempPaths«— paths

22) foreach nodes in nodesSorted do
23)  foreach node in nodes do

24) if Length(tempPaths) = 0 do

25) Break

26) paths « tempPaths

27) foreach p in paths do

28) if node in p do

29) deletep from tempPaths

30) if node not in criticalNodes do
31) Add(node, criticalNodes)

32) UpdateNewProbs(criticalNodes, expProbs)

33) end function

H 1) 2)~3) A Alhat A, G I Dt
W Mok SRS BT B AR AN s AR B AR P L
AR (4)), SRJE BRI B B TR AT H FR™Y R
(5)). XMPrE TSV, A 8 fregDict,
FREA IR, 8T BA MBI S (6)~
9))e #% TR 10)~20) 0 HA MR 135 R 54
s (14)) Bz (15), MRS T
HP (7)~18)), e LRI 5 Rt B
FANIE] Dk O AR K R, e AR
nodesSorted FRENTCE SR S AR AT HE
e, AR TUER Mo AR RS 5, AR
G THET . 21)~3 1) /&t 2 w7 Ao
FIURIEICT A, MR LY SR AR I RR S N
O A (27)~31)), HEIFTAT AR BB
(24)~25)) fieJm BB BT RIS (32)).

M BB AH ) B0 19 s A B AR 7 ol P T R B
FEFEARIA, 520t — Wy A B (R B .
A Z 2% fe/ N TR R SR, 0 BT AR AT 1
W Bt I ) e N TV RAR 2 i — A e 11 A
B3P AN 0 - e ol AN P e 2D ) RO B e 1%
JEARANAE P B A2 2 TR AR BEAT R B, AR
JITA R A ARG

A SCR IR B e 7 77 ACHEAT HI 19 A
B Hri s i€ Xk

EX 2 Hihil s 45 Boeh 2 70 H I 56 1k
MR =R B E, e it . IR
i Ine(x,) =Pr(x,)-Sc(x;) o HeHf, Inc(x,) FRTT
Mox, BGEES,  Pr(x,) R 1% s I T Bt



.+ 36 W 44 5 B e A28 3R $71%
ME%,  Se(x,) Kol fE FH 4550 T3kl AT T Re I, RIS E AR . W

(R, AN SR DUy Mok B 190 J5 s e VR 25
M 50 F IR VP 2> R 48 (CVSS) Il fi F e ¢
VR ATV . RIS FHAR RIS DL T, IR
MR, BGRB8 s e Bt
FRMFMEGL T, JefEFER, HXHRGTEA.
34 ETREXBKESINENXETSBERITE

CVSS il VP23 (1 3L V23 4 3E TV
SR PR B VA A 5 P PR R i AN ] 220 . JUHAE
U A R P A = () A M, LRI R R
INGE DA B AR BEAN ) TARGE I 4% o A0S 3.3 749
Bt HEEMIGEE G ES, %L
MR (141 A Tk, X R FE b 1 32 B A
SR REATACA o I 2K 8 QI B2 3 A aont 56
SR T S IR AT E R, R TR O
FALIPSE Pl [11]10): /D GAE LIPS E R/ bR AP
R R, R A B OCBRE  RAE CER
IR AR
341 HEAEAE

SCHR[ 141 B AR B0 Mo o S5 AL FR b
TS KT RAWAE TN, ASCRH
CVSS A 8- IRl i bof O e s ¥ 1 a5 (1) A % 0k
AT, IR BC M L .

EX 3 il S i e i 52 T o) A 1k
DA IR S R FE PR AN TR AR e (PEGH A L
WK 1 Prs), W RRA P, (x,)=Ex(x,) Im(x,) -
o, P (x,) R AL x, BB BT MR
Ex(x,) R0 s I o] R M, Im(x,) RO
TR FZAFERE (Impact) .

U Py A 2

D 1] AT ) P i s I A Bk 2 R FH T

APFI PRI R, I I BOh MR B 21K,
Tl o AR P 2 5 e o R 5 TR AE G

P AT R P PR SE CVSS Hh SR A R bR kAT
AT . CVSS Ao J i ] R P V5 4
b3 A5 : Vil AR (AV), Ui 224 (AC).,
HAE (AU) P,

(2) Yl s

TR M R R e M — U B S Eh AR )
SOOI i AE PR B R A B o > 5
M 2 5 184 DR, 2] P B0 ch M6 R A R 2 38 K
eI 5% M 2 5 ] B0 o 6 B LA O

T REE th R RER S T i 4 ¥t
PEMEM T T R A REERERM R 3 AT
Mf: ML (O, SERerEsm (D, MR
W (B) (g 1 Fro) B %=l (DV) RS
WA PTAERIARZIR, LR BT DR
PN SRR A R B AN RS DU e o
WARART RGBT MFERER, SRS EE . A
FUH T L TR BRI 2 e

%2 TIEEEMEMIEE

Table 2 Industrial control equipment impact
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Table 1 Vulnerability probability influencing factors
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1) function GenerateAttackGraph (exploits,
start- Exp, goalExp, expProbs)

2) queueExps « Queue(Q)

3) edges, nodes, edges re, nodes re, visited,
pathsProb— [], [1, [1, [1. [1, []

4) Enqueue(startExp, queueExps)

5) while queueExps is not empty do

6) currExp«— Dequeue(queueExps)

7) Add(currExp, nodes)

8) currPriv < currExp.postcond
9) foreach exploit in exploits do
10) precond < exploit.precond

11) if Matching(currPriv, precond) then

12) Create_edge(currExp, exploit, edges)
13) if exploit is not in visited then

14) Enqueue(exploit, queueExps)
15) Add(exploit, visited)

16) BreakCircles(edges, nodes)

17) visited « []

18) Enqueue(goalExp, queueExps)

19) while queueExps is not empty do
20) currExp <« Dequeue(queueExps)
21) Add(currExp, nodes_re)

22) currPriv «— currExp.precond

23) foreach exploit in nodes do

24) postcond «— exploit.postcond

25) if Matching(currPriv, postcond) then
26) if edges include an edge from ex-

ploit to currExp then

27) Create edge (exploit, currExp,
edg- es re)

28) if exploit is not in visited then

29) Enqueue(exploit, queue Exps)

30) Add(exploit, visited)

31) bayNodes « []

32) bayNodes « CalBayesianProbs(edges,
nodes, expProbs)

33)  expProbs«— UpdateCriticalNodesProbs
(edges, bayNodes, startExp, goalExp, expProbs)

34) DbayNodes « CalBayesianProbs(edges,



+38- W25 550 R 22 Al

EE

nodes, expProbs)

35) pathsProb « CalPathsProb(edges, bay-
Nodes)

36) end function
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Table 3 Device vulnerability
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Figure 1 Experimental topology graph
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Table 4 Device access relationship

B AR A ] B A1

i Web(Webvul),intranet(MS Windows)
ew1(TIA Portal, MS Windows),
intranet
ew2(CCW), Web(Webvul)

Web ew1(TIA Portal, MS Windows),ew2(CCW)

ewl scada(WinCC),PLC1(SIMATIC S7-300)
ew1(TIA Portal),scada(WinCC),
ew2
PLC2(Micrologix 1400)
historian(Vijeo Historian), PLC1(SIMATIC S7-300),
scada
PLC2 (Micrologix 1400),PLC3(ScheneiderWEB)
PLCI(SIMATIC S7-300), PLC2(Micrologix 1400),
historian

PLC3 (ScheneiderWEB)
PLCI1 scada(WinCC)
PLC2 scada(WinCC)
PLC3 scada(WinCC)
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Figure 2 Bayes primitive probability attack graph
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Figure 3 Key node set of the attack graph under the two algorithms
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Table 5 Key node algorithm performance

} AR T A sy S PR AR AT
M AL RN Bl BehEE —— — —
THEFERT  NRHNAE AR ST HRFEN AT
FRAE 1 13 35 21 40 0.002448s 22.1MB  0.002472s 21.9MB  0.000855s  21.9 MB
JRAE 2 31 101 59 120 0.008824s 222MB  0.008523s 222MB 1.5473 s 22.1 MB
JHAE 3 49 167 97 200 0.01748s 224 MB 0.0348s 224MB  8167.1592s 22.5MB
JRAEE 4 85 299 173 360 0.04039s  22.7MB  4753837s  26.5MB — —
JRAL 5 121 431 249 520 0.07151s  23.0 MB 52h 13.449G — —




%6 )

SRR T A THI [n) RIS L4 0 2% (1) S B AR A0 BT T 0 - 41 -

SRR | 7 FH A2 PRk RE AR T X L SE 5
BRGS0, 7E 173 AN FT, A
SVEFEIS I 7 FH A7 B /N T SCHR (21188 H I Bk
(TR ACEIER ) o 78 249 AN AT, SCHR[2415H00% G
MEEIEE) THFENAFRDN, AR S N A7 A
T AL {HAE 249 AT SRR, T A
FIEFE G F A 173 N5 SR 26.5 MB
KA 1345 GB.  MIASCHREI WA T IS
MEREATN N, HE R R LR,

TESENERER 7T, TS FISEEIEAE 21, 59 A
R , FREI RIS ARSI SRR AR
{EUETE 97 AN i, FLvh B[R] & A S BV I
fifo 9T AN TFLAI 3 AR B, T
BRSO ARI SRR BN, 78 173 AN R,
FEIN 1535 475 s, TIASCRIEFERT 0.04 s. 71 249
AT I, SLREI U EAS T 52 h, ASCEE
SRR T 0.1 so HIBEEISEFVLEAE 21 A
TR N R IR R SRR, LA
TEUL R T B AR S, (HRE A T AU K,
ZITIEFENT R EEM A, 97 AN s R
ik 2 h, 173 AN RN TOIE IS S U, NS
T R 5
4.2.2  KAEIEARIR I B BT

A 4.2.1 5SRIRAF RN 4 NOCE R, A
3.4 TR A TRE R VT, R
Ho FOFRTIT SRR 2 R, BRSO

FE 4 Prose AEHDR e BT ARG T R
MR, R G BRI R AR BEh A I Bt
MR . FIH T BLPLC2 O B GE5 Ri Mi Bk 4%
Wk 6 fim.

*x6 NWIHIREHER
Table 6 Attack path probability

Yk it TR TG
i—Web—ewl(M)—scada—PLC2 0.260 5.89x107
i—Web—ew1(T)—scada—PLC2 0.201 4.56x1072
i—Web—ew2—scada—PLC2 0.166 3.82x107
i—Web—ew2—ew1(T)—scada— PLC2 0.117 1.10x107°
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Figure 4 Maximum attack path probability attack graph
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Table 7 Update node strategy performance

FRE Bk I A JR) FEHT )/ & A/ MB 53 ST i)/ 5 A A7/MB
FIR 1 21 0.026 88 22.0 0.002 12 22.0
R 2 59 0.077 26 22.1 0.006 28 22.1
A 3 97 0.130 4 223 0.010 48 223
R 4 173 0.233 35 22.7 0.018 21 22.6
e 5 249 03325 22.9 0.026 15 23.0
k6 401 0.546 8 23.6 0.042 05 23.5
e 7 553 0.754 8 24.2 0.057 21 24.0
FiA 8 857 1.157 5 25.3 0.087 92 25.3
e 9 1161 1.573 4 26.8 0.1151 26.8
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Figure 5 Full/partial update algorithm time-consuming comparision
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